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1 Purpose

Different from a traditional single function Wi-Fi module, SN820X modules can be programmed with different firmware for
diverse advanced software features. There is no default application firmware version pre-loaded in the module.
Customers are required to download the firmware after they receive the module. This application note describes the tools,
software and the procedure of module firmware downloading.

2 Overview

Murata provides an integrated firmware image for controlling the embedded STM32 Cortex M3 microcontroller and
Broadcom Wi-Fi IC. The firmware image may be customized using the Murata SNIC Monitor to suite the customer specific
platform. User needs to load the firmware image to the on-board STM32. If firmware customization is needed, please refer
to the respective SN820X SNIC EVK+ User Guide for detail.

This application note applies to the following SN820X modules:

Model # P/N Built-in STM RAM Size | Flash Size

SN8200 88-00151-00 STM32F103RFT6TR 96KB 768KB
SN8200UFL 88-00151-02 STM32F103RFT6TR 96KB 768KB

SN8205 88-00158-00 STM32F205RGT6TR 128KB 1024KB
SN8205UFL 88-00158-02 STM32F205RGT6TR 128KB 1024KB

Table 1: SN8200 Wi-Fi Network Controller Module Family Configuration Comparison

To load the firmware image to the module, there are two options available. J-TAG interface and UART interface. Section 3
and 4 describe the detail procedures respectively.

3 Loading firmware through J-TAG interface

3.1 Equipment and Setup

3.1.1 Equipment

The figure below shows the configuration for SN820X module firmware downloading via JTAG interface. The ST-Link/V2
tool converts the JTAG into USB. The ST-Link PC Utility provides the programming function that loads the user selected
firmware into the SN820X module.

JTAG usB
S

STLink/V2

Figure 1: Firmware Downloading Setup Connection

Required software:

Note: All information listed below can be found on ST Microelectronics homepage (http://www.st.com/). Use “ST-link/v2”
as the search key word.

1. ST-LINK/V2 USB driver for Windows 7, Vista and XP.
2. STM32 ST-Link Utility Software.
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3.1.2 Module Connection Configuration

To load firmware through the JTAG interface, test fixture is needed to connect SN82XX to the ST-Link/V2. Figure 2 shows
the connection between SN820X and the ST-Link/V2. The Table 2 shows the pin mapping.

| VBRD (3.4 — 3.6V)

Ext Pwr —

LDO
|

==

PC STLinkV2
uUsB JTAG

Figure 2: SN82XX ST-Link Connection Diagram

JTAG connector

JTAG

OSC32_IN,

SN8200

=
= OPEN

%loﬂl&

WIFI_SLEEP_CLK_IN

32KHz

Table 2: SN820X Pin Mapping for Firmware Downloading

JTAG Connector Pin# SN82XX Pin# Description
1 8, 26, 48 VBRD for STLinkV2
2 8, 26, 48 VBRD for STLinkV2
3 41 JTAG TRSTN
4 GND
5 37 JTAG TDI
6 GND
7 36 JTAG TMS
8 GND
9 38 JTAG TCK
10 GND
11 - Not connected
12 GND
13 40 JTAG TDO
14 GND
15 47
16 GND
17 - Not connected
18 GND
19 - Not connected
20 GND
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The figure below shows the JTAG ribbon cable pin layout.

v
/A7113 119 7 5 3 1

DOoOooooonOod
Dooodoogon

20 181614 1210 B8 6 4 2

Viewed from above PCB
Figure 3: JTAG debugging flat ribbon layout

For details about the ST-Link/V2, please refer to ST Microelectronics user manual: UM1075 ST-LINK/V2 in-circuit

debugger/programmer for STM8 and STM3).

3.2 Firmware Downloading Procedure

For detail firmware downloading procedure, please refer to ST Microelectronic UM0892 User manual STM32 ST-LINK
Utility software description. The procedure and screen shot shown below refer to ST-Link Utility tool v2.4.0. Contents

may vary for different versions of the tool; user should obtain the latest update provided from ST website.

Make sure that SN820X module is powered on, and ST-Link/v2 tool is connected properly (see Figure 2). Launch the ST-

Link Utility Software and proceed as follows:

1. File->Open File then select the target firmware, e.g. SN8200-SNIC-EWW-03-37191.hin.

2. Click on “Program verify”, you shall see the following output in the output window.

B sTM32 ST-LINK Utility
File Wjew Target ST-LIME Help

= R

@

Desice Memary @ 0x08000000 ¢ | File ; SHGZ00-SHIC-EWw-02-31091.bin |
[ENBZ00-SNIC-EWW-02-31091 in], Fie size: 449621 Bytes

Memary display Device Information
~ |Program verify.| = " Davice
Address: ‘ 0x08000000 v size: | 0x6DCES | Data \width: iS bits  w | Device ID
- = = | Revision ID

| Flash size

Address 1] | 4 g (6

000000000 | 2000904 08000151 03000130 03000141
000000010 | 050001350 03000130 03000130 | 00000000
000000020 | 00000000 Q0a0o0o0 Q0anoooo 08000035
0x00000030 | 05000130 Q0a0oooo 0300DELS 08000ESS
000000040 | 05000130 03000130 03000130 08000130
000000050 | 08000130 03000130 08022030 08010230
000000060 | 0501DZ30 0501DE30 03010230 0&000130
0x00000070 | 08000130 05000130 05016089 0&000131
0x00000080 | 05000131 0301BDAD 03000130 03000130
000000090 | 05000130 03000130 03000130 08010230
000000040 | DS000130 08000130 03000130 03000130
F3

'i4:4§:é9 i [757I\I827076:5Ni7C-EW\;\f-072-73717091‘bin] opened successfully,

14:47:34 ; Connected via SWD,
14:47:34 ; Device IDn0x430
{L4:47:34 : Device flash Size : 766 kbytes

14:47:34 1 Device Family :STM32FL0x ¥L-density

{14:49:38 ; Flash memary pragrammed in 1mn and 155 and 562ms,
14142038 ¢ Verification,. 0K

14:49:51 : Disconnected From device.|

biscunnacted bevica i Se——

Figure 4: STM32 ST-Link Utility Software Screenshot
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4 Loading firmware through UART interface

4.1 Equipment and Setup

41.1 Equipment
The figure below shows the configuration for SN820X module firmware downloading via UART interface. The ST Flash
Loader provides the programming function that loads the user selected firmware into the SN820X module.

Serial-to-USB Cable

Figure 5: Firmware Downloading Setup Connection
Required software:
1. STM32 and STM32™ and STM8™ Flash loader demonstrator software, ST website (www.st.com)
2. USB driver for the serial-to-USB cable for PC. This driver is cable vendor specific.

4.1.2 Module Connection Configuration
Table 3 shows the pin mapping.

Table 3: SN820X Pin Mapping for Firmware Downloading

RS232 DB-| Description | SN82XX STM32F103RF/STM32F205RG pin
9 Pinout # Pin#
1 DCD
2 RXD 33 PA10/UART1_RX
3 TXD 32 PA9/UART1_TX
4 DTR
5 GND
6 DSR
7 RTS 35 PA12/UART1_RTS /USB2_DP/CAN_TX
8 CTS 34 PA11/UART1_CTS/USB2_DM/CAN_RX
9 RI

BOOT pin (pin45) and MICRO_RST N pin (pin 47) are also needed to put module into boot mode before loading the
firmware.
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4.2 Firmware Downloading Procedure

To load the firmware image to the module, the module needs to be put into boot mode first. The following procedure may
be used to achieve this:

1. Pull BOOT (pin 45) high
2. Reset the board

The firmware then can be loaded to the module following the instruction in this section. After the firmware loading
completed, the user need to:

1. Remove pull-up for BOOT.
2. Reset the board to run the updated FW.

The procedure below may be used to loading the firmware to the module.
1. |Install the USB driver for the serial-to-USB cable.

2. Download and install the tool “STM32 and STM8 Flash Loader Demonstrator” from ST website (www.st.com)
to the PC. The keyword to search is “flash loader”. The snapshots shown below are based on STSW-MCU005
(version 2.6.0). Details can be found in ST Microelectronics, “UM0462: STM32™ and STM8™ Flash loader
demonstrator”

3. Double click the installer in the package. Once the installation process is completed, check the option to launch
the program then click on finish.

InstallShield Wizard X

Welcome to the InstallShield Wizard for Flash
- Loader Demonstrator ¥2.6.0

The InstallShield® Wizard will install Flash Loader
Demonstrator %2 6.0 on vour computer. To continue, click
Mest.

Cancel

InstallShield Wizard

InstallShield Wizard Complete
—

Flazh Loader Demaonstrator Y2 6.0 Setup iz almost complete.
Choose the options vou want below.

I i would Tke to view the Release Notes:

¥ 1 would ke to launch Flash Loader Demanstiator V2 E.0.

Click Finish to complete Flash Loader Demonstrator ¥2.6.0
Setup.

Figure 6: STM32 and STM8 Flash Loader Demonstrator download
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4. Some configurations need to be specified to the tool, as shown below:

a. For UART setting, the COM port can by verified through Device Manger as shown below. Timeout is set as 10
sec, but user can adjust to a bigger interval if needed, e.g., if the erase phase exceeds 10 sec to finish, use a
larger value to avoid the erase failure. The baud rate may also be changed to a larger value. Click “Next”

when done.

O Computer Management

‘=» Keyboards

! Modems
1@ Monitors

R R S S B S Y

@ Display adapters
L2k DVDJCO-ROM drives
=) Floppy disk controllers
- J Floppy disk drives
| (24 Hurnan Interface Devices
| () IDE ATAJATAPI controliers

) Mice and other pointing devices

H® Network adapters
4 Ports (COM&LPT)
o Communications Port (COMI)
ECP Printer Part (LPT1)

' WICED USB Serial Part (COM2%)

[* S
- g SNE200 USE JTAG Devices
< Bg% WICED USE TTAPort
@ &, Sound, video and game contrallers
+ i System devices
% Universal Serial Bus controllers

# Flash Loader Demonstrator

vl UEIE i

Select the communication port and set settings, then click next to open
cofhechion.

1~ Common for all families

& UART

Port Mame icums vI Farity IEven vl
Baud R ate Echa i Dizabled ind l
Data Bits % g - I Timeout{s] 10 -

Back MNest

Figure 7: Specifying UART setting
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b. Select the correct STM target, i.e., STM32_XL-density 768K for STM32F1035RF for SN8200 and
SN8200UFL;STM32F2_1024K for STM32F205RG for SN8205 and SN8205UFL.

#* Flash Loader Demonstrator

Figure 8: Selecting the correct STM target

c.
downloading.

" Eraze

# Flash Loader Demonstrator.

Lo

i~ Diownload from file

1E:\S NIC_E'w"_tayl P5SNIC_UARTHEinanhSN8000-demo. bin ,_J

| % Erase necessary pages

1 R] | 8000000 - I Jump to the user program

[ Dptimize [Femove some FFs)
[ Apply option bytes ]

7 Upload from device

— Upload tafile

" MoErase " Global Erase |

I Werify after dovwnload

I

Back |

Hest ‘ 1 Close J

Figure 9: Starting FW downloading

VITHOTEL i

Plzase, select your device in the target list Please, select your device in the target list

Target  |B | Taiget  |STM32_HL-density_768K

FID (k] ]D411 FID [h) |D430

BID (k) ]3.3 BID [h) |2.1

Wersion ]3-1 Wersion |3.D
Flash mapping Flazh mapping

Name | Start address j End address I Size J ~ Name | Start address | End address | Size 1Rl Wl:
@ Pagel  0xB000000  0:BOD3FFF  0x4000 [16K] fPagsl  0:8000000 O0:80003FF w00k @B
B Pagel 0x 8004000 Ox B007FFF  0x4000 [16K) Ay Paget n:so00400  oxso00rFF owook) @08
By Page2 0% 8008000 Ox BOOBFFF  Dx4000 [16K) B Page2 0x8000300  Ox20008FF  oxa000k) @O
B Paged 0x800C000  Ox BOOFFFF  0x4000 (16K) Ay Page3 0+8000C00 0x8000FFF w0 3@
B Paged 0x 8010000 OxBOTFFFF  0x10000 (54... By Paged maimoon  oxs0maFF ooonk) @0
B Pages 0x 8020000 OxBO3FFFF  0x20000 (12.. B Pages nxsm400  ox20m7FF ca00nk) @0
4 Page 0x 8040000 Ox B0SFFFF  0x20000 (12.. Ay Pages nesomson  oxsomerF owoopk) @0
B Page7 0xB0R0000 0w 807FFFF 020000 [12... R Page? 0x8001C00  Ox8001FFF  ow00i1k) 3O
S Paget 0x 8080000 O¢B09FFFF  0w20000 (12.. Ay Page0 neo02000  ox20023FF om0k @08
A Page9 0x 8040000 0k BOBFFFF  0x20000(12... L] A Pages one002400  OxB0027FF  owinnk) @@
B Pagelll 0 80CO000  Ox BODFFFF  0x20000 12... B Page1l 0:8002800 0xB002BFF  Ox00(1K) 3@
B Paoell 0x B0E0000  O¢ BOFFFFF  0x20000 (2. b A Pace1 048002000 O0x8002FFF  owoonkl AR T
Legend : E] Pratected B UnProtected
Back ‘ Hest | Close J LCancel | Cloze |

When selecting the target bin file, note that the starting address MUST be 0x8000000. Click Next to start FW
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# Flash Loader Demonstrator

Target STMIZF2_1024K
Mapfile  STM3IZFZ_1024K.5Tmap

Operation DOWHKLOAD
File name C:ASMIC_Ewhw Mayl PASKHIC_UART \BinarysSME000-dema.k

File size  555.00 KB (663321 bytes]
Status £1.05 KB [62513 bytes] of 555.00 KB (568321 bytes)
Tirre: 00:00:34

- Downloading data 11%

Back [Hext Lancel |

# Flash Loader Demonstrator

Y| DCIE Wi

Target  STM32F2 1024K
Mapfle  STM32F2 1024K.5Tmap

Operation DOWHKLOAD
File name CASMIC_EWwhw Mayl PASNIC_UARTS\BinarySMNE000-dema.k

File size  555.00 KB (568321 bytes]
Status 556,00 KB (568321 bytes) of 556.00 KB (568321 bytes)
Time 00:03:43

Download operation finished successtully

Back | [dent ' Cloze I

Figure 10: FW Downloading complete

5. Once the download is successful, close the tool and disconnect the mini-USB cable. Drive STM32 BOOTO pin
back to low to enable the firmware to run upon subsequent power up.
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4.3 Loading firmware through UART interface from host

To use the bootloader that is pre-loaded in the built-in STM32, please refer to ST Microelectronics application note:
1. Application note AN2606, STM32™ microcontroller system memory boot mode.
2. Application note AN3155, USART protocol used in the STM32™ hootloader.
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5 Technical Support Contact

Contact Wireless module application support at modules@murata.com

Murata Electronics, N.A., Inc.
4441 Sigma Road

Dallas, TX 75244

USA
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